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Customized Security

IKARUS Security Software offers competent and customizable security solutions for different

needs. The product portfolio includes classical solutions such as the powerful anti-virus client IKARUS
virus.utilities, or the IKARUS security.manager, an effective antivirus management console but also
gateway solutions for professional content inspection with multiple protocol support. The managed
anti-virus and SPAM solution IKARUS my.mailwall is implemented as a central scan center
infrastructure, which is dedicated to e-mail content inspection.

In Austria, currently 4 scan centers are maintained and operated by IKARUS

(and Partners) and inspect several million e-mails per day.

Our products:
IKARUS my.websecurity

IKARUS my.mailwall

OPSEC

CERTIFIED

IKARUS security.manager
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To cope with all the daily security
challenges, IKARUS works together Pag e b6
with local research agencies and
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Lab of the Vienna University of Ma i I secu rity

Technology has born several

interesting products, (e.g. ANUBIS, I KAR US Sca n

which is a fully automated binary

analysis tool chain). Center
Worldwide know-how transfer is one of
the most important building blocks for Page 4-5

a successful anti-virus vendor and
moreover IKARUS operates an early
warning and response system to detect
threats in their early outbreak stage.
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“The number of new malware
has reached several hundreds up to
thousands per day. One is certainly

reserved for you ...”

SIKARUS

" security software

[-)esktop & Laptop

. Protection

Page 7

IKARUS provides a
T3 scan engine SDK
for Linux and Win32

which includes all
necessary library and
header files and allows
you to integrate the
IKARUS T3 scan
engine into your own
products. The SDK is
regularly updated and
is available on
request.

Anti-virus

Scanner
SDK



Managed Security Solutions

The increasing number of features in almost every security solution and the growing

number of dangerous Internet threats caused a feeling of beeing overstrained among

many customers. Many internal security solutions, managed by the customer’s administrators
were unintentionally misconfigured, allowing successful malware attacks. That's one of the
reasons why IKARUS developed the managed security solution IKARUS my.mailwall

to make our customer’s life easier! Security related configuration and

maintenance tasks are done by our IKARUS experts.

Managed Security Services
for a life without Viruses and
SPAMs

The IKARUS my.mailwall represents a flexible
managed security solution — suitable for both, SME
and enterprise customers — to protect your e-mails
against computer malware, SPAM and phising.

A managed security solution offers several
advantages over a conventional “inhouse” solution,
not only because the current SPAM traffic volume
has increased up to 90%.

-CIKARUS =

my.websecurity

CIKARUS =

my.mailwall

World Wide Web Scan Center

Web-Security & IKARUS Scan Center

n MANAGED E-MAIL & WEB SECURITY
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— IKARUS my.mailwall Features

No additional hardware costs. The scaleable HP blade server architecture of the
IKARUS my.mailwall service has enough resources available for future virus and SPAM
attacks.

No local software installation and maintenance makes this an OS independent solution.

Redundant system architecture guarantees maximum reliability and service uptimes.
24x7 service availability

Individual configuration of SPAM criteria and adoptions for anti-virus detections

are done by an easy to use HTTPS based web interface

Protects your internet connection and saves bandwidth, because unwanted SPAM
and malware e-mails are eliminated before they enter your network.

The IKARUS my.mailwall has plenty of network resources available, thus guarantees
immediate e-mail delivery.

The IKARUS my.mailwall scan centers are the backbone of Austria’s

first malware early warning system CIRCA.

Simple activation procedure by redirection of your MX records.

Currently 4 my.mailwall scan centers are operating in Austria, protecting several
hundreds of thousand customers.

The reference customer list includes among others: Telekom Austria, AON, ...

TECHNICAL DETAILS

Uses IKARUS T3 scan engine with streaming support

Scans e-mails and attachments for virus, Trojans, worms, malicious active-x scripts
and other malware like malicious java applets

Allows you to treat encrypted e-mails or e-mail attachments like malware

Support most common compression algorithms

Supports blocking of unwanted e-mail attachments, based on black- and whitelists
Supports autoconversion of e-mails and can strip off HTML components, applet tags,
iframe tags and script tags

A cascaded anti-SPAM concept checks e-mails during the initial handshake
(greylisting checks) before they are passed on to bayes analysis.

The adaptive SPAM score system is automatically re-trained every night.

Allows you either to redirect, tag or delete SPAM right at the my.mailwall scan center.
Protects you from mail bombs, directory harvesting attacks and relay spoofing,
among others.

Regular self checks are performed to quickly identify potential system errors.

CIKARUS |

my.websecurity

. IKARUS my.websecurity Fact Sheet & Features

The IKARUS my.websecurity solution is a central managed
security portal. This solution offers the best possible preven-
tion while accessing web-content. IKARUS my.websecurity
blocks unwanted and dangerous content for example viru-
ses, Trojans, spyware or damaged code which could harm
your systems. The integrated URL-filter allows additionally
access control to certain categories of web-sites Individually
settings and activation of global filter mechanism are done
through a very easy to use web-interface.

TECHNICAL DETAILS
Use of the new IKARUS T3 Scan Engine
with streaming support
Supports all common compression archives
System redundancy
24x7 operational availability
Easy configuration through a secure web-interface
Supports HTTP and FTP over HTTP
Integrated URL-Filter with dynamic rating
Individually defined URL white- and blacklist
Control access to certain file-types
Use of global filter — for example: deny downloads
of executable files or encrypted archives
Use of the global IKARUS URL-Blocking-List: deny access
to well known phishing sites
Customize the response message in case of blocking
unwanted content
Comprehensive log information

PREREQUISITES: private e-mail domain, or a local sub domain for international
business customers.

“Data transfer across the Internet

has become state of the art. IKARUS my.mailwall
and IKARUS my.websecurity offers protection

when using the Internet.”



Protection from Internet
Gateway to Desktop

Malware spreading mechanisms have changed

in the past. A pure desktop anti-virus protection is
no longer suitable to cope with the daily malware
threats. Gateway content inspection technologies
provide an additional perimeter security layer
(first line of defense) and make an administrator’s
life easier.

OPSEC

IKARUS content.wall Fact Sheet & Features

The IKARUS contentwall is a special solution in conjunction
with Check Point FW-1. It keeps specific web-traffic clean
and stops unwanted content on gateway level. IKARUS
contentwall is OPSEC certified up to version NGX R62.
Control rights and grouping with the capability of creating
unique virtual CVP servers. As a result of real multithreading
and supporting multiprocessing, you get high availability
and good performance.

CERTIFIED

ADDITIONAL TECHNICAL DETAILS
Virtual CVP server
Customizable settings for each protocol and CVP server
White/Blacklists for: URLs, File-Types, Content-Types
Optional URL-Filter with dynamic rating
Automated update of virus database
Supports CVP clustering and CVP load balaned
configurations
Customizable rights for a subset of administrators
Comprehensive logging
Installation package for Linux (for RHEL3 based systems)

-CIKARUS

security.proxy

The IKARUS security.proxy solution can be
used with any kind of firewall. The IKARUS
security.proxy scans specific web-traffic

and blocks unwanted content on gateway
level. Among other things it allows you to
control access certain categories of URLs
with the integrated URL filter. This URL filter
rates web-sites dynamically on the fly.
Configure self-provided permission allow or
block URLs, file-types and content types.
These permissions can be used either with
defined IP groups or with the integrated
basic proxy authentication. The IKARUS
security.proxy solution is based on a soft-
wareinstallation package and is available
for Windows and Linux.

IKARUS security.proxy Technical Details

Use of the new IKARUS T3 Scan Engine with

streaming support

Supports all common compression archives

Supports: HTTP, FTP over HTTP, FTP, SMTP, IMAP,
POP3, NNTP

Optional HTTPS scan plugin incl. a certificate management
Easy configuration of permission sets including:

URL lists, file list, content-type list

Integrated URL-Filter with dynamic rating

Access control with IP address grouping

Supports basic proxy authentication

Automated Update of virus database,

URL filter database, scan engine

Clustering of the configuration

Customizable rights for a subset of administrators
Comprehensive logging

Installation package for Windows (starting with Windows
2000) and Linux (RHEL3 and RHEL4 based systems)

GIKARUS
security.proxy

-CIKARUS

content.wall

r-----

Firewall

Proxy- & Webserver



-CIKARUS I8

security.manager

Central Management Console

The IKARUS security.manager (ISM) is an intelligent
management console which offers a centralized
administration for the IKARUS virus.utilities client anti-virus
solution. The IKARUS security.manager, when integrated
into a corporate network, takes over the role of a central
software deployment center (for IKARUS virus.utilities
client software) and offers a way to deploy virus definition
updates and product upgrades for the client anti-virus
solution.

Additionally an IKARUS security.manager monitors all client
workstations for outdated virus definition files and virus
alerts. In the latter case an alert message can be sent to
the administrator. To decontaminate an infected client
workstation, the IKARUS security.manager offers a remote
console interface, which allows an administrator to connect
to the client’s IKARUS virus.utilities GUI and work remotely,
just as he would sit in front of the client machine.

—— IKARUS security.manager Features

Reduction of maintenance times can be achieved when using the ISM

The integration into Microsoft’s Active Directory offers a comfortable way

to manage workstations

Cascading ISM servers, allows you to integrate branch offices into your anti-virus policy
ISM can take care of special handling required for notebook and roaming users.

ISM supports rollback function for virus dat-files and binary also

TECHNICAL DETAILS
Supports IKARUS’ differential update technology to reduce the amount of data
transferred during an update/upgrade.
centralized start of remote scans on your corporate workstations
central deployment of configuration settings to all clients running IKARUS virus.utilities

PREREQUISITES FOR ISM SERVER: Windows 2000 Server/SP4 or 2003 Server/SP1 with
Active Directory and SQL Express 2005 or SQL Server 2005.

PREREQUISITES FOR IKARUS VIRUS.UTILITIES: Windows 2000/SP4, Windows XP/SP2
and Windows Vista (32-bit & 64-bit)
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Anti-virus Management Console
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virus.utilites

The IKARUS virus.utilities represents
a classic anti-virus solution with
support for on-demand scans but
also on-access scans.

The new IKARUS T3 scan engine
with multi-threaded and streaming
support and a brand new GUI make
up the essentials for this product.
The IKARUS virus.utilities includes
anti-virus, anti-trojan, anti-spyware
and anti-malware functions.

IKARUS virus.utilites Technical Details
Multi-thread support with excellent scan results,
available on the following platforms: Windows
2000/SP4, Windows XP/SP2 and Windows
Vista (32-bit and 64-bit)

Supports scanning of e-mails in Microsoft
Outlook and Outlook Express

Enhanced scanner with simulator engine
and sandbox technology to boost heuristic
based detection.

-SIKARUS

virus.utilites
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PROTECTION FROM INTERNET GATEWAY TO DESKTOP



www.ikarus.at KARUS Security Software protects globally.
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IKARUS Security Software GmbH
Fillgradergasse 7

A-1060 Vienna/ Austria

Telephone +43 1589 95-0
office@ikarus.at

www.ikarus.at




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 72
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 72
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 300
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [595.275 841.890]
>> setpagedevice


